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Getting back control EMC

where information lives*

The Law of Large Numbers is not on your side
— Even unlikely events will happen given enough opportunity

— 281 Exabytes of data is lots of opportunity
= Drop 1 nine ; drop 281TB of data

Assessment gap on dispersal techniques, erasure codes and ecc

“striped write” + “correct code” + aggregator = “hail’

M of N can be applied for 2 layer obfuscation and crypto
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Sampling
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Proof of Retrievability (POR) EMC
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Adds additional encoding information to the file

Makes the file resilient to small errors

Samples the file to check for errors

Encoding amplifies the effectiveness of sampling
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Aggregation
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e Sample only 0.1% of the file to achieve 99.9999% accuracy
° 0.1% of 10 TB=10GB

* Combine the blocks to send less data
— Use a keyed aggregation function
— Return a small output value (32 bytes)
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Aggregation
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e Sample only 0.1% of the file to achieve 99.9999% accuracy
° 0.1% of 10 TB =

* Combine the blocks to send less data
— Use another error correcting code
— Return only 1 output value (32 bytes)
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Proof of Retrievability EMC
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HAIL Encoding - File code
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HAIL Encoding - Dispersal Code EMC
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HAIL Verify EMC
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, |) = Consistent Set

* Use inter-provider redundancy
* Check one provider against all the others
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