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Simplified & coordinated
gdecentralized storage oOn
the Filecoin network
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Filecoin Node

Buy or sell on
storage market

Prove
__ storage

Maintain
consensus

Findand -~ \/
connect to : Retrieve data

other nodes !
Gossip orders and
transactions



Storage Network

Public chain records
messages and
commitments

Decentralized
storage nodes
maintain copies of the
chain via consensus +
provide storage
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Storage Mining Details

e’

Offer storage

Tell the network you’re ready to
store

( Set your price )

Price
How long it’s valid for
Amount of storage

( Wait for deals )

3}

o

Make deals

(U

—_—

(

Accept deal )

Transfer data )

Uses bitswap by default

Seal data )

S

Store data, get paid

Though the lifetime of the deal, as
miners submit correct PoSts, funds
are released in the payment channel.

_—

( Submit PoSt ]
©
©

( Submit PoSt ]

Chain checks if on time and correct before
releasing payment

Storage client can arbitrate deal if long
failures. Miner penalty is storage collateral.

( Submit PoSt )

a

Redeem payment

Transfer funds from payment channel
to wallet.

( Redeem payment )

O




Storage Client Details

N’

Prepare data

(U

Make deals

—_—

( Browse miners )

( Prep and split )

Price

How long it’s valid for
Amount of storage
Reputation
Geography

Propose deals

)

Include funds from wallet

Transfer data

)

Data stored

Miners submit proofs of
continuous storage. Clients
can verify or arbitrate.

( Check for proofs ]

@ Throughout the lifetime of the deal, miners
submit continuous proofs of storage.

( Verify ]

@ Storage client can arbitrate deal if long

failures. Miner penalty is storage collateral.

<

Retrieve

( Retrieve




Filecoin Storage Proving

Seal

Not a proof, but an operation that combines data +
pseudorandom seed to guarantee a unique replica.

Proof of Replication (PoRep)

Creates a replica via Seal operation, and proof that it was

correctly generated

Inputs:

Proof of Spacetime (PoSt)

A series of proofs that, together, give confidence in

prover key
SEAL key
data

continuous storage over time.

Inputs:

prover key

replica R (from PoRep)
random challenge
time

Parameter

rt
Merkle ‘\/
Tree \k
R 0 T
W -

Challenge (©

TloosT 26 1 )

[ Function
—> Data flow
Hash

> —> Output Thpost

(

Repeat t times

Iterative proofs for storage over time
Source: Filecoin Whitepaper, July 2017
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(2 ben — -bash — 99x27

My-computer: ~ user$ npm install -g starling
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(2 ben — -bash — 99x27

My-computer: ~ user$ starling store /Users/TSF/videos




(2 ben — -bash — 99x27

My-computer: ~ user$ starling store /Users/TSF/videos

®  Indexing folder..
189 files
238 GB

W making Filecoin storage deals for 3 redundant copies
00 0008 I[mews- 2o == Bl S Eon OSSN ET S STy 0y




(2 ben — -bash — 99x27

My-computer: ~ user$ starling store /Users/TSF/videos

®  Indexing folder..
189 files
238 GB

W making Filecoin storage deals for 3 redundant copies
00:00:10 [=========================>---] 90%




& ben — -bash — 99x27
My-computer: ~ user$ starling store /Users/TSF/videos
®  Indexing folder..

189 files
238 GB

N\ maklng Filecoin storage deals for 3 redundant copies
00:00 [=es=smssssssscncessesss—nean=] 100%

¥ all storage deals successfully made!
monitor progress with the “starling monitor” command




i ben — -bash — 99x27

Files stored in the network: Active jobs:

# of miners: Queued jobs:

Storage space used:

Wallet batlance: PERLRET TR el 25%

123416 upload sync foo/bar/videos/ 10GB
324509 upload sync video-test.mov 14GB
456736 upload seal video-with-a-long-name.mov 10GB
365824 upload seal foo/bar/another-video.mov 10GB
258365 download sync foo/bar/still-another-video.mov 700GB
346736 download sync a/with/really/.. . long/file/path.mov 10GB
346828 download verify foo/bar/video.mov 10GB
228286 upload queued foo/bar/video.mov 10GB
upload queued foo/bar/video.mov 10GB
upload queued foo/bar/video.mo 10GB
upload queued foo/bar leo.mo 10GB
upload queued foo/bar/vic C 10GB
upload queued foo/bar/video.mc 10GB
upload queued foo/bar ) . MO\ 10GB

00

upload queued oo/bar/video.mo 10GB

upload queued oo/bar/video.n 1OGB
675457 upload queued foo/bar/video.mc 10GB
547454 upload queued foo/bar/video.moy 10GB
467389 upload queued foo/bar/video.mov 10GB
/05747 upload queued foo/bar/video.mov 10GB
569470 upload queued foo/bar/video.mov 10GB
658367 upload queued foo/bar/video.mov 10GB

AS AF




(2 ben — -bash — 99x27

My-computer: ~ user$ starling list




000 Starling list output - Google S| X =

C & https://docs.google.com/spreadsheets/d/1eN_JLvSegDCmxs8d11ET-KOeB-IcT9pthad2ZwTifsE/edit#gid=0 * O & e
E Starling list output =] ~ R e
File Edit View Insert Format Data Tools Add-ons Help Allchanges saved in Drive
o~ P 00% v § % 0 00 123v  RobotoMo. ~ 10 -~ B 7 S A S H Ev il Py o ~ @
| A 8 c o € F G H @

1 Content Size CID Miner ID Deal commencement

2 video-test.mov 1@ GB 183081350891151 12834718025 2019-84-01

3 another video.mov 160 GB 187145680145014 12834718025 2819-04-01 O
4 still another video.mpeg 12 GB 145087198604923 12834718025 2819-04-01

5 not a video.jpg 65 MB 432687082374895 12834718025 2019-04-01

6 also not a video.pdf 10 MB 123435786935876 12834718025 2019-04-01

7 definitely not a video.gif 568 KB 239459365275234 12834718025 2019-84-01

4 example of a very long file name that d 4@ GB 623565756345462 12834718025 2019-084-01

9  video-test.mov 10 GB 183081350891151 91824759813 2019-084-01
10 another video.mov 160 GB 187145680145014 91824759813 20819-04-01
11 still another video.mpeg 12 68 145087198604923 91824759813  2019-84-01 e
12 not a video.jpg 65 MB 432687082374895 91824759813 2019-84-01
13 also not a video.pdf 10 M8 123435786935876 91824759813 20819-04-01
14 definitely not a video.gif 560 KB 239459365275234 91824759813 2819-04-01
15 example of a very long file name that d 40 GB 623565756345462 91824759813 2019-04-01
16 video-test.mov 10 GB 183081350891151 34682658734 2019-84-01
17 another video.mov 168 GB 187145080145014 34682658734 2019-84-01
18 still another video.mpeg 12 GB 145087198604923 34682658734 2019-84-01
19 not a video.jpg 65 MB 432687082374895 34682658734 2819-04-01
20 also not a video.pdf 10 MB 123435786935876 34682658734 20819-04-01 | .l
21 definitely not a video.gif 568 KB 239459365275234 34682658734 2819-04-01
22 example of a very long file name that d 4@ GB 623565756345462 34682658734 2019-04-01

+ = Sheetl ~ Explore




eee Starling verification output - G X <+

« > ¢

RN - 100 «~ §

pass

Content

video-test.mov

another video.mov

still another video.mpeg

also not a video.pdf
definitely not a video.gif

y Starling verification output s]
File Edit View Insert Format Data Tools Add-ons Help

0 .00 123~
- e

cIp

183081350891151
1871450808145014
145087198604923
432687082374895
123435786935876
239459365275234

example of a very long file r623565756345462

2
3
4
S not a video.jpg
6
7
8
9

video-test.mov
10 another video.mov
11 still another video.mpeg
12 not a video.jpg
13 also not a video.pdf
14 definitely not a video.gif

183081358891151
187145080145014
145087198684923
432687082374895
123435786935876
239459365275234

15 example of a very long file r 623565756345462

16 video-test.mov

17 another video.mov

18 still another video.mpeg
19  not a video.jpg

20 also not a video.pdf

21 definitely not a video.gif

1830881350891151
1871450808145014
145087198604923
432687082374895
123435786935876
239459365275234

22 example of a very long file r623565756345462

Sheetl ~

RobotoMo.. ~ 10

¢
Miner ID

12834718025
12834718025
12834718025
12834718025
12834718025
12834718025
12834718025
91824759813
91824759813
91824759813
91824759813
91824759813
91824759813
91824759813
34682658734
34682658734
34682658734
34682658734
34682658734
34682658734
34682658734

All changes saved in Drive

Ao

v|B I

o

Deal commencement Original commP value

2019-04-081
2019-04-081
2019-04-01
2019-04-01
2019-04-01
2019-84-01
2019-04-01
2019-04-081
2019-084-01
2019-04-01
20819-04-01
2019-04-01
2019-84-01
2019-04-01
2019-04-01
2019-04-01
2019-04-01
2019-084-01
2019-084-01
2019-04-81
2019-04-01

& https://docs.google.com/spreadsheets/d/1krL9pQcoUfriFhbUVydyxdFtxOXdEuFSBZi2ygu90gs/edit#gid=0

E

1kjh12r97y120u3h
v1jshd@85234;jhwg
3129487192385123
hfe298231kj2j3ef
2fj203fBuwtweest
jf208hwt@82h3rkw
jfe397iksndfio2e
wflkjwer@@ywedij
kj20ijejlkwenrwh
982fsjf838ti23tg
rg3rét2ryethss37
ry357355427ry877
fw9872hg@8wfrgwr
wrg@88742g0wg972t
t246427yrdhetut?
gef3078243kf2035
92346437e5tuju??
935735rhj46j4648
fw987wy982325678
8980yhen@8y98hj j
12498879 0kh2246

Se il

F

date of last check Recalculated commP

2019-08-04
2019-08-84
2019-08-85
2019-08-85
2019-088-85
2019-08-85
2019-08-86
2019-08-06
2019-08-06
2019-08-04
2019-08-84
2019-08-085
2019-08-85
2019-08-085
2019-08-85
2019-08-06
2019-08-06
2019-08-86
2019-08-04
2019-08-84
2019-08-85

cRA@Y-3-

G

1kjh12r97y120u3h
v1jshde8s5234jhwg
3129487192385123
hf0298231kj2j30f
2fj203f8uwtweest
§£208hwt@82h3 rkw
jfe397iksndfio2e
wflkjwer@8ywe8ij
kj20ijejlkwenrwh
982fsjf838ti23tg
rg3r6t2ryethss37
ry357355427ry877

wrgB87429owg972t
t246427yrdhetut?
gef307824kf2035
g2346437e5tuju??
935735rhj46j4648
fw987wy982325678
8980yhen@8y98hjj
12498879 0kh2246

* ode @O

~ o 5 O

H
Verification result
pass

pass (/]
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass

pass
pass
pass !
pass
pass
pass
pass
pass

" Explore




)

3881350891151
7145088145014
5887198604923
2687082374895
3435786935876
9459365275234
3565756345462
3681358891151
7145080145014
5887198604923
2687082374895
3435786935876
3459365275234
3565756345462
3881358891151
7145088145014
5887198604923
2687082374895
3435786935876
3459365275234
3565756345462

c
Miner ID

12834718025
12834718025
12834718025
12834718025
12834718025
12834718025
12834718025
91824759813
91824759813
91824759813
91824759813
91824759813
91824759813
91824759813
34682658734
34682658734
34682658734
34682658734
34682658734
34682658734
34682658734

]

Deal commencement Original commP value

2019-84-01
2019-04-01
2019-84-01
2019-84-01
2019-04-01
2019-84-01
2019-04-01
2019-84-01
2019-84-01
2019-e4-01
2019-84-0
2019-04-01
2019-84-0
2019-84-01
2019-04-21
2019-84-01
2019-04-01
2019-84-01
2019-84-01
2019-04-01
2019-84-21

E

1kjh12r97y120u3h
v1jshd885234jhwg
3129487192385123
hf8298231kj2j30ef
2fj203f8uwtweest
jf208hwt@82h3rkw
jfe397iksndfio2e
wflkjwer@0ywe®ij
kj20ijejlkwenrwh
982fsjf838ti23tg
rg3r6t2ryeths537
ry357355427ry877
fw9872hge8wfrgwr
wrgo874298wg972t
t246427yrdhetut?
gef3078243kf2035
g2346437eStuju?7
g35735rhj463j4648
fw987wy982325678
0988yh8n@8y98hjj
12498879jokh2246

F

date of last check Recalculated commP

2019-08-04
2019-08-04
2019-88-85
2819-88-85
2019-88-05
2019-08-05
2019-088-06
2019-08-06
2019-08-086
2019-08-04
2019-08-04
2019-08-05
2019-08-85
2019-088-85
2019-88-85
2019-08-086
2019-068-06
2019-08-06
2019-08-04
2019-08-04
2019-08-05

G

H

Verification result

1kjh12r97y120u3h pass
v1jshd885234jhwg pass
3129487192385123 pass
hf8298231kj2j3ef pass
2fj203f8uwtweest pass
jf208hwt882h3rkw pass
jfe397iksndfio2e pass
wflkjwer@0yweBij pass
kj208ijejlkwenrwh pass
982fsjf838ti23tg pass
rg3r6t2ryeths537 pass
ry357355427ry877 pass
8237480873256234  FAIL
wrge8742g0wg972t pass
t246427yrdhetut? pass
gef3078243kf2035  |pass |
92346437e5tuju77 pass 1
g35735rhj46j4648 pass
fw987wy 982325678 pass
08980yh@n08y98hjj pass
12498879jokh2246 pass




(2 ben — -bash — 99x27
My-computer: ~ user$ get 12834718025 123435786935876

==> queued job to download (1oMB)

This may take a while - check progress with the “starling monitor” command

My-computer: ~ user$
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https://filecoin-project.github.io/starling/

