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Two Main Acquisition Paths

Systematic Transfer Dealing with Whatever you Get

Close pre-coordination between Little pre-coordination between
Producer and Archive* Producer and Archive

Archive has (at least some) say  Archive has relatively little say in
in how materials are produced, how materials are produced,
packaged and transferred packaged and transferred

Relatively little need to engage  Substantial need to engage in

in guess work or ad hoc guess work or ad hoc
description after the transfer description after the transfer

*Archive in the OAIS sense — can be library, archives, museum, data center, ...



Examples of Systematic Transfer
Developments

* Protocols and tools for transfer (e.g. Baglt)*
» Systematic and predictable ingest workflows?

e Substantial, well-documented Producer-
Archive interactions (e.g. PAIMAS)3

1. “Baglt: Transferring Content for Digital Preservation” (Video). Library of Congress, August 6, 2009.

http://www.youtube.com/watch?v=I3p3ao_JSfo
2. Glick, Kevin, and Eliot Wilczek. "Ingest Guide." Tufts University and Yale University, 2006.

http://dca.lib.tufts.edu/features/nhprc/reports/3_1_draftpublic3.pdf
3. Producer-Archive Interface Methodology Abstract Standard (PAIMAS). CCSDS 651.0-M-1. Consultative Committee for Space

Data Systems. May 2004.



Sometimes things are a little messier




Applying Digital Forensics to Digital Collections —
Previous Work™*

 Ross and Gow (1999) - potential relevance of advances in data recovery and
digital forensics to collecting institutions

« More recently - active stream of literature related to use of forensic tools and
methods for digital collections, including activities at the British Library, National
Library of Australia and Indiana University

« PERPOS (Georgia Tech) — has applied data capture and extraction to US
presidential materials

« “Computer Forensics and Born-Digital Content in Cultural Heritage Collections” -
symposium and report (2010)

« Born Digital Collections: An Inter-Institutional Model for Stewardship (AIMS) -
framework for the stewardship of born-digital materials, including digital
forensics methods

« Digital Records Forensics project - has articulated connections between the
concepts of digital forensics and archival science

« Two Open Planets Foundation (OPF) Hackathons this year — one in
Copenhagen, one in Chapel Hill
*See citations in: Lee, Christopher A. "Archival Application of Digital Forensics Methods for Authenticity,

Description and Access Provision." In Proceedings of the International Council on Archives Congress,
Brisbane, Australia, August 20-24, 2012.



http://www.ica2012.com/files/pdf/Full papers upload/ica12Final00290.pdf
http://www.ica2012.com/files/pdf/Full papers upload/ica12Final00290.pdf
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BitCurator Goals

* Develop a system for collecting professionals
that incorporates the functionality of open-
source digital forensics tools

e Address two fundamental needs not usually
addressed by the digital forensics industry:

— incorporation into the workflow of
archives/library ingest and collection management

environments
— provision of public access to the data



BitCurator Environment

Bundles, integrates and extends functionality (primarily
data capture and reporting) of open source software:
fiwalk, bulk extractor, Guymager, The Sleuth Kit, sdhash

and others

Can be run as:

— Self-contained environment (based on Ubuntu Linux) running
directly on a computer (download installation ISO)

— Self-contained Linux environment in a virtual machine using
VirtualBox

— As individual components run directly in your own Linux
environment or (whenever possible) Windows environment
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BitCurator-Supported Workflow

Additional supported output formats
Imaging (aimage, guymager)

u Split raw ‘ EUL |
Y

| Capture and image metadata o
AFF packaged \magel > Log, device info

»l Fi
» Filesystem report, DFNMLI*
Filesystem metadata extraction (fiwalk)

File <-> disk block map

Y
Image analysis (private, sensitive info) ) k )
> Bulk Extractor —-Human-readable reporting scripts / plug-in;
¢ A
Annotated feature file
Y

Reports: file distri

Exported as PDF, .xlsx, plain text as appropriate

ibution, sensitive info, hashes, etc.

Analysis (accounts, filesystem activity) |
>

reg2xml (and similar)

XML dump of registry

v

Reports: user accounts, device usage, environment
Exported as PDF, .xlsx, plain text as appropriate

Analysis (file similarity, deduplication) dhash
> sdhas

"

Reports: locations, status of similar files
Exported as PDF, .xlsx, plain text as appropriate

Redaction of disk image Ruleset (patterns,

hashes, etc) describing
what to redact

h 4

4){ Python redaction scripts

Metadata export_

LA

Python (Ixml) export scri

pts)

METS, MODS, EAD as required by user

Acquisition

* Acquisition

* Reporting
€=+ Redaction

 Metadata Export

Redaction

Metadata export

See: http://bitcurator.net



Metadata Conventions of the BitCurator Tools: Digital Forensics XML (DFXML)

BitCurator-Test-0.1.7 [Running]
LibreOffice Calc E= f3 4 1:03AM 2 BitCurator %

DFXML tag library v3.xlsx - LibreOffice Calc

View Insert Format Tools Data Window Help

M e

‘ == m@hg"l o B = @ = ¥ é < g
B (arel T aA4A EEEEE & B H-E-%-F
|
N | As2 v f 2 = [<compiler> =

LI
EI
5
.

Description May contain

<dfxml> DFXML Root element, marks the beginning and end of the DFXML <metadata>, <creator>,
metadata file. The <dfxm|> element contains the primary <source>, <volume=,
2 elements reported in fiwalk's xml structure: <metadata>, <runstats>,

<creator=, <source>, <volume=, and <runstats=>.

ac lIISﬂIDI"I SE.‘CDI"Ide’

o

<meladata> Metadata The <metadata> tag provides header information that defines  |<dc:type>, <dc:creator=>,
the metadata in the DFXML document. Includes namespace <dc:title>, <dc:description=;
declaration, namespace schema location, and other information [for more information on
that is used to define the elements used in the XML file. Dublin Core element set,

see (21).

G

These declarations provide information on the types of
standardization schemes used to convey information in the
DFXML document. The <metadata= tag may also contain high
level descriptive information about the DFXML document
rendered in Dublin Core (dc), in order to increase
interoperability.

<creator> Creator The Creator element provides documentation about the <program:=, <version=,
program and computing environment in which the disk analysis |<build_environment=,
(or capture) take place. <Creator> includes tags documenting |<execution_environment>
the program that initiated the capture creating the DFXML file,
and other contextual information about the system on which v
Fiwalk ¢ Bulkextractor J attributes 7 color code {Sheet? { ap 7 LI 3 |

Sheet1/5 STD @ | 100%

' 408

PageStyle_Fiwalk

Sum=0

BLI/PLU OBILeftr ,

http://www.bitcurator.net/2013/02/06/dfxmli-tag-library/



Metadata Generation and

Reporting

Bulk extractor output

Bulk extractor feature files fiwallk filesystem report
(DFXML)

Bulk extractor report (XML)

¥ ¥

XML Parser

identify_filenames.py
Feature annotation (mapping features to files)

v

Annotated feature file output directory

=

DFXML tools
and AP

v

generate_report.py

TSA:-: XML stream

BitCurator PDF reporting

Y

Reporting output directory (defaults to PDF)

High-level report Format- and .
on disk structure feature-specific H“Eﬁﬁﬂ:;f"d
and contents reports

See: Woods, Kam, Christopher Lee, and Sunitha Misra. “Automated Analysis and Visualization of Disk Images
and File Systems for Preservation.” In Proceedings of Archiving 2013 (Springfield, VA: Society for Imaging

Science and Technology, 2013), 239-244.



Ubuntu Desktop

Computer

Imaging Tools

Forensics Tools

Additional Tools

BitCurator-0.3.0 [Running]

) = fy 4)) 12:57AM 2 BitCurator {%

[— "
L
Documentation and
Help

ﬁ

MNetwork Servers

BitCurater

@O lld @ 3 Leit




Acquiring Disk Images with Guymager

800 BitCurator-0.3.0 [Running]
Guymager -- B3 1y @) 1:15AM R BitCurator &

W' C @ Acquire image of /dev/sdb
Devices Misc Help

J_| Rescan

—File format

¢ Linux dd raw image (file extension .dd or .xxx)

| Split image files
Serial '-. ¢ Expert Witness Format, sub-format Guymager (file extension .Exx)

o - , split si |204:f |M'B v[
" Advanced forensic image (file extension .aff) pem=s :

Case number | 1

VB20bfff24-3f8cb5fa

Evidence number | 1

_ Examiner | BitCurator test user

Description |A sample floppy disk image

Notes | Additional notes go here

— Destination

Image directory | |fht:me,fktu:audmim'l::lesktc:pﬁSamp-leData,;r

| Image filename (without extension) | sampleimage]

Size | Info filename (without extension) | sampleimage
Sector size
Image file
Info file

gg;gg speed . | ¥ calculate MDS I~ Calculate SHA-1 I~ Calculate SHA-256

Hash calculation I | [~ Re-read source after acquisition for verification (takes twice as long)
Source verification «

Image verification « | [ Verify image after acquisition (takes twice as long)

—Hash calculation [ verification

Cancel Duplicate image... | |

2 L G [E] Left 32




Exporting Filesystem Content Using fiwalk

800 BitCurator-0.3.0 [Running]

Ubuntu Desktop
D x — O Bitcurator Reports
Y
T

Computer :
Fiwalk XML | Annotated Features Reports

[ — Fiwalk produces a DFXML file showing the volumes, directories, and files
pre contained within a disk image.

Image File
| — f :
- fhome/bcadmin/Desktop/SampleData/sampleimaqge.E01 | | ..

Imaging Tools
Qutput XML File

/home/bcadmin/Desktop/SampleData/sampleimage.xml ™

Command Line Oukput:
Additional Tools

| Cancel || Cclose J[-—QK—wJ

Lo B = Ty &) 1:32AM R BitCurator {t

[ — ™
L
Documentation and
Help

-3

Network Servers

urater

S G eER il T eft s




Viewing the Command Line Output

BitCurator-0.3.0 [Running]
BitCurator Forensics GUI

Lo B ®3 Ty &) 1:34AM R BitCurator {t

[—
D @ - o Bitcurator Reports LN
PR ToN

- Documentation and
Fiwalk XML | Annotated Features Reports Help

Computer

[ — Fiwalk produces a DFXML file showing the volumes, directories, and files
pre contained within a disk image.

-
Network Servers
Image File
- fhome/bcadmin/Desktop/SampleData/sampleimaqge.E01 [_]
Imaging Tools
Qutput XML File

/home/bcadmin/Desktop/SampleData/sampleimage.xml ™

Command Line Oukput:

>> Command Executed for Fiwalk = ['fiwalk’, -F, *-X",
'/home/bcadmin/Desktop/SampleData/sampleimage.xml’,
'/home/bcadmin/Desktop/SampleData/sampleimage.E01"]
Additional Tools >> Success!!! Fiwalk crated the Following File(s):

o /home/bcadmin/Desktop/SampleData/sampleimage.xm

| Cancel || Cclose J[-—QK—wJ

urater

BLI/PLIU ORLefre



DFXML Output from fiwalk

BitCurator-0.3.0 [Running]
Mozilla Firefox e B D 1) 4) 1:46AM AL BitCurator {%

{ifile:///home/b...mpleimage.xml |J oA ]
& file:///home/bcadmin/Desktop/SampleData/sampleimage.xml ~&| |[B~ Google qQ {_/'- @

This XML file does not appear to have any style information associated with it. The document tree is shown below. | _ |

J —<dfxml version="1.0">
—<metadata>
<dc:type>Disk Image</dc:type>
</metadata>
—<creator version="1.0">
<program>fiwalk</program>
<version>4.1.0</version>
—<build_environment=>
<compiler>GCC 4.6</compiler>
<library name="afflib" version="3.7.1"/>
<library name="libewf" version="20130416"/>
</build_environment:
—<execution_environment>
—<command line>
fiwalk -f X fhome/bcadmin/Desktop/SampleData/sampleimage.xml /home/bcadmin/Desktop/SampleData
/sampleimage.E01
</command_line>
<start time>2013-07-20T05:34:37Z2</start_time>
</execution_environment>
</creator>
—<source:>
<image filename=>/home/bcadmin/Desktop/SampleData/sampleimage.E0]1 </image_filename>

</source>
<i-- fs start: @ -->

—<volume offset="0">
<partition_offset>0</partition_offset>
<sector _size>512</sector_size>
<block_size>512</block_size>

<ftype>2</ftype>

BLLSPLIU OBlLeftee ,



DFXML for a Specific File

<fileobject>
<filename>Documents and Settings/All Users/Documents/
My Pictures/Sample Pictures/Blue hills.jpg
</filename>

<filesize>28521</filesize>
<alloc>1</alloc>
<used>1</used>
<inode>6245</inode>

<uid>0</uid>

<gid>0</gid>

<mtime>1208174400</mtime>

<ctime>1257729636</ctime>

<atime>1257729636</atime>

<crtime>1257729636</crtime>

<seg>2</seq>

<libmagic>JPEG image data, JFIF standard 1.02</libmagic>

<byte_runs>

<run file_offset="'0"' fs_offset="'0"' img_offset="'363200512"
len='0"'/>

</byte_runs>

<hashdigest type='MD5'>
6fb2a38dcl07eacb41cf1656e899cf70

</hashdigest>

<hashdigest type='SHAl'>
4eeed4b18576e84de7b163142b537d2fe6231845

</hashdigest>

</fileobject>




ldentifying “Features” of Interest in
Disk Images or Directories

Bulk Extractor



BitCurator-0.3.0 [Running]
Bulk Extractor Viewer e B ®)> T3 ) 2:00AM 2L BitCurator %
File Edit View Tools He @ Run bulk_extractor

X = % By ' Required Parameters Scanners
N ' I.'_'.I . I.'_'.I ' H ’_
X Highlight:[ | Scan: @ Image File Raw Device Directory of Files | bulk
i - i [ wordlist
Reports Feature Filrer Image file zop/SampleData/sampleimage.E01 | u —_—
| Output Feature Directory | ampleData/bulk-extractor-output | E] = deets |-
aes
FeatureFile Noni General Options & basels
[] Use BannerFile & baseed
elf
[T Use Alert List File = )
B email
[T Use Stop List File & exif
["1 Use Find Regex Text File & aps
[] Use Find Regex Text & azip
& hiber
Tuning Parameters & json
[7] Use Context Window Size & kml
] Use Page Size & net
ReferencedFeatd [ ] Use MarginSize & pof
ReferencedFeatL ) \jqe piin word Size @ veard
& windirs
= .
| Use MaxWord Size B winpe
[] Use Block Size & winprefetch
[ Use Mumber of Threads & zip
Scanner Contraols
["1 Use Plugin Directory
[ Use Scan Option MName -
Restore DeFauLts] m Cancel

QLIAPLIU OBLefr e



Somner | Doserpton

scan-accts

scan_base64

scan_kml

scan_gps

sCan_aes

scan_json
scan_exif

scan_zip

scan_gzip

scan_pdf

scan_hiber

scan_winprefetch

Looks for phone numbers, credit card numbers, etc Nt

Scanners

Decodes BASE64 text ) bulk

Detects KML (Keyhole Markup Language) files —
used to identify geographic locations

& accts
& aes
& basele
& basec4d
& =lf

Detects XML from Garmin GPS devices

Detects in-memory AES (Advanced Encryption

B email
Standard) keys from the key schedules & exif
Detects JavaScript Object Notation files gizz
Detects EXIF structures from JPEG files gf“ber
json
Detects and decompresses ZIP files and zlib & kml
streams et
& pdf

& wvcard
& windir
& wi

Detects and decompresses GZIP files and gzip
streams

Extracts text from some kinds of PDF files

Detects and decompresses Windows hibernation
file fragments

Detects and extracts fields from windows prefetch
fields from Windows prefetch files and file

CancelI

2:00 AM 2 BitCurator 4t

fragments

QuUFLIl @Bleite



BitCurator-0.3.0 [Running]
Bulk Extractor Viewer e B8 ®3 ty &) 2:02AM R BitCurator %
File Edit View Tools Help

X e TP

¥ Highlight: | | Match case
Reports Feature Filker [ Match case Mavigation
1
x bulk_extractor Scan .7

i Image File sampleimage. E01
Feature Directory bulk-extractor-output

Progress ((DGREY

bulk_extractor scan completed, See Status, below, For details,

Cptions

'bulk_extractor @ Report is Ready

'}ﬁomefbcadminf[)esk bulk_extractor has completed.

' /home/bcadmin/Desk Report bulk-extractor-output has been opened and is ready For viewing,

Status

F Elapsedtime: 0.4985 sec.

F Overall performance; 2.958 MBytes/sec,
Total email Features Found: 0
Done. ||

® Text O Hex - g
QUEERLIU @BlLefrte




Histogram of Email Addresses (Specific Instances in Context on Right)

BitCurator-0.2.0 [Running]
Bulk Extractor Viewer ' E fj 41 844PM R BitCurator il

u& u‘
¥ ¥ Highlight: | | [¥] Match case
Reports Feature Filcer [ | Match case Mavigation
|W v be;utpgtt i [Lg (% |sampleimage E01, 42273785, privacy@Motorola.com v
~ | omain. £ : .
domain_histogram Histogram File email_histog... RS FILE.L Sampllemage.Em
emall.txt By @ motcrola.cor ~ Feature File email txt
e histogram.t n=3 0mj5nj@01tgx.ib.dj Feature Path 42??3735
ather. txt n=3 T3t@fo.pa Feature privacy@Motorola.com
o n=3 john@humaniz.com
. . ether_histogram.tz _3 nevrton@planeth, fr Image N ‘ . §
json.txt n=3 sales@integrationnew 42271836 your credit card number, so this information can only be viewed “
5 packets.pcap n=1 Skda_c@hkgahw.sl 42272000 by Motorola. .Motorqla uses Secure Sncke‘_ts Layer {(SSL) encrypti
rFc822.t%t n=1 dgf@40mt.ro 42272864 on technology, the highest level of security on the Internet. Th
n=1 fodfw@nwad.ck 42272128 e SEL protocol provides server authentication, data integrity, a
th'tx,t n=1 imki@73yjt.lr 42272192 nd privacy on the Web. This security measure helps ensure that n
% tcp_histogram.txt | -1 jonmg@l 7.pn 42272256 o impostors, eavesdroppers, or vandals get your personal informa
url.bxt n=1 kiph@si.gr 42272320 tion. S5L not only encrypts your personal and financial informat
| | url_histogram.txt | n=1 ng9@ho7l.eg 42272384 1on transmitted, including credit card information, but also ver
url services.txt n=1 pdenfb@tft.ao 42272445 ifies the identity of the server and that the original message a
indirs. Ext n=1 qyf@i6s.de © 42272312 rrives safely at its destination. .However, no data transmission r
i W!n Irs.tx n=1 twr+dvsa@xf.ms - 42272576  over the Internet can be guaranteed to be 100% secure. Az a res
w winpe. bxt | (—— ' 42272640 ult, while we strive to protect your personal information, Motor
- - 42272734 ola cannot ensure or warrant the security of any informatilon you
Referenced Feature File e, 422728 transmit to us or from our Web site, and therefore you use our
Referenced Feature pri... :gg;gggg site Et {uu;‘faw? Eﬁ‘isk. Dnce_\:e r‘ecei\_r?[ your tr‘ansti[ssian, \SEB;EE
3 our best effort to ensure its security on our systems. ..
J ‘ gjggigig g;ﬁggﬁg:g; 42272960 DAG7AEAOB03EE6. 748, As a global company Motorola has internationa
e privacy@Motor 42273024 1 sites and users all over the world. When you give Motorola per
k2 19771602 privacy@Motor 42273088 sonal information, that information may be sent electronically t
A rivacy@Motor 42273152 o servers outside of the country where you originally entered th
. [y 427747473 grivacy@Motor 42273216 e information. In addition, that information may be used, stored
47347307 privacy@Motor 42273280 and processed outside of the country where you entergd that inf
- 49345400 privacy@Motor 42273344 ormation. Whenever Motorola handles personal information, regard
E 47750445 privacy@Motor 42273408 less of where this occurs, it takes steps to ensure that your in
4775041 privacy@Motor 42273472 formation is treated securely and in accordance with the relevan
24735010 privacy@Motor 42273536t Terms of Use and this Privacy Policy. .How can I correct or ch
= 24735000 privacy@Motor 42273500 ange my personal information? .If you would like to review, corr
A 42273664 ect or change any personal information you have provided, or rem
42273722 ove your name from our mailing list, please e-mail us at privacy
c— 42273792 @Motorola.com. If you have established a “user profile" on a3 Mot
42273856 orola website, you may change the information you provided at an -
g: T .+ \ @® Text () Hex @

QUL OBLefre



Matching Bulk Extractor Output (Based on Byte Offsets) to fiwalk
Output (Based on Filesystem Location)

BitCurator-0.3.0 [Running]

BitCurator Forensics GUI

i

.
i
Computer

Imaging Tools

[—
L
Forensics Tools

| — ™
L

Additional Tools

@ - o0 Bitcurator Reports

Fiwalk XML | Annotated Features | Reports

Produces reports that identify which bulk extractor features are
contained within files in a disk image.

Image File
me/bcadmin/Desktop/SampleData/sampleimage.E01

Bulk Extractor Feature Directory
bcadmin/Desktop/SampleData/bulk-extractor-output

Annotated Feature Files Directory (new)
e/bcadmin/Desktop/SampleData/annotated-features

Bulk Extractor Python Directory (optional)
/home/bcadmin/Tools/bulk_extractor/python [_J

Com mand Line Qutput

TS G T S RS O G T S e e

output' '/home/bcadmin/Desktop/SampleData/annotated-
features']

>> Success!! Annotated Feature files created in the
directory:
/home/bcadmin/Desktop/SampleData/annotated-features H

|Cancel | | Close | [IJ

o B3 ®3 Ty o)) 2:18AM A& BitCurator {%

[—
-
Documentation and
Help

T

Nebwork Servers

BLL/P LU ORlLefte



Generating BitCurator Reports

BitCurator-0.3.0 [Running]

BitCurator Forensics GUI

[

F 9
o
Computer

[ —
L
Imaging Tools
[ —
-
Forensics Tools
System Settings

Additional Tools

C
=
B
”E«
]

@ - 0 Bitcurator Reports

Fiwalk XML = Annotated Features | Reports
Produces Office Open XML and PDF reports to assist in image analysis

Fiwalk XML File
ve/bcadmin/Desktop/SampleData/sampleimage.xml

Annotated Feature Files Directory
{bcadmin/Desktop/SampleData/annotated-features

Output Directory For Reports:
/home/bcadmin/Desktop/SampleData/bc-reports

Config File (optional):
/Path/To/file

Command Line Outpuk:
reports/FiwalkReport.pdf

4) /home/bcadmin/Desktop/SampleData/bc-
reports/FiwalkDeletedFiles.pdf

5) /home/bcadmin/Desktop/SampleData/bc-
reports/BeReport.pdf

Generating Excel report
/home/bcadmin/Desktop/SampleData/bc-
reports/sampleimage.xmlxlsx

Lo B8 ® 1) 4)) 2:32AM 1R BitCurator i

-4

Network Servers

BLL/PLIU OBt



Document Viewer

Previous Jd Next

Thumbnails

BEM e

i JCINEADE

BitCurator-Test-0.1.7 [Running]

FiwalkReport.pdf — Bitcurator Report

e e

1:15AM 2 BitCurator %

B (1of6) 1

Report: File System Statistics and Files

Technical Metadata

Feature

SECTORSIZE
FTYPE STR
PARTITION OFFSET
BLOCK SIZE
ACQUISITION SECONDS
FIRST BLOCK
BLOCK COUNT
LAST BLOCK
PAGESIZE

FTYPE

IMAGE FILENAME
Number of Files

Total Directories
Total Deleted Files
Total Unused Files
Files with Nhinks > 1

Disk Image: image_filename: charlie-work-usb-2009-12-11.aff

1024

ntfs

512

4096

73

0

258559
258558

16777216

1
charlie-work-usb-2009-12-11.aff
128
23

'|
BitCuratJ

BLI/P LU OBlLete



BitCurator-Test-0.1.7 [Running]

Document Viewer \M 1 BitCu

BeReport.pdFf
Previous Next [ (10f1) FitPagewidth - [

Thumbnails

Report: Bulk Extractor Features BitCurater

Nove:

FIUF: Total featres unallocated to files
FIUF: Total features unallocated to file s

FICR: Tostal features in compressed regions

i J@ I K

Bulk Extractor Report Files Feature Instances

E

annotated _telephone.txt
annotated _rfc822.1x1
annotated _zipaxt
annotated _windirs 1xt
annotated _domainaxt
annotated _exifixt
annotated _winpe.1xt
annotated _email.txt

(]
Z

BLULAPLL OBllefre ,



®
=

=]

£

[ ]

== 4

[k

£l

File Edit View

Pre

Thumbnails

BitCurator-0.1.9 [Running]

Help

BB (1of17) FitPagewidth - [

= = Ty 4 9:15AM X BitCurator

Report: Bulk Extractor Features

Feature File: annotated_email.txt

BitCurater

Filename

Pasition

Feature

EmaillCharlie_Email zip
EmailCharlie_Email zip
Email'Charlie_Email.zip
EmailiCharlie_Email.zip
EmailCharlie_Email.zip
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknowin

22049 1 360-Z1P-115
2209 1 360-Z1P- 148
2299 1360-ZIP-55
2299 1 360-ZIP-648
2299 1858-ZIP-130
2299 1858-ZIP-37
2299 1858-ZIP-97
22992313-ZIP-129
22992313-ZIP-35
22992313-ZIP-T12
22992313-ZIP-732
22992834-ZIP-108
1299 2834-ZIP-129
2299 2834-Z1P-45
229493 168-Z1P-133
220993168-Z1P-204
22993 168-Z1P-226
2294931 68-Z1P-247
2299 3168-ZIP-51
2299 3587-ZIP-37

22949 358T-Z1P-97

charlie @mS 7 hiz
terry @ mi7 biz
pat@m57.biz
patE@ms7 hiz

terry @ mS7 biz
pat@m37.biz

charlie @mS57.hiz
pat@m357.biz

charlie @m37.biz
pat@m57.biz
pat@m37.biz

alix pery @ yahoo.com
rubinfrite3 1 @ mail com
charlie @m37.biz
charlie @m37.biz
charlie @m35 7.biz

alix pery @ yahoo.com
rubinfrie3 | @mail .com
alix pery @ yahoo com
pat@m37.biz

charlie @ m5 7. biz

QU OBlLefrxe




Nautilus Scripts

* Scripts that can be run using the GNOME
file manager called Nautilus (Linux
analog to Windows Explorer or Mac OS X
Finder)

e Can be used in the BitCurator
environment or your own Linux
environment



MDS Hashes of Files (Nautilus Script)
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BitCurator Tools and Further Information

BitCurater

Descretion

-~ (Get the software
Documentation and technical
specifications

Screencasts

Google Group
http://wiki.bitcurator.net/

An Introduction to BitCurator

[ ]
B I t C u r a t Tools for Digital Forensics Methods and Workflows
in RealWorld Collecting Institutions
Home About People Software FAQ sublications  Presentations  Related Resources

WELCOME TO THE BITCURATOR PROJECT
[] ]
The BitCurator Project is an effort to build, test, and analyze systems and
software for incorporating digital forensics methods into the workflows of a J V I W
Publicati
Posted on July 10, 2012 by Kam June 2013 N GEWS;
Looking for the test release of the BitCurator virtual environment? You can find the latest -

release on the front page of our wiki, in the Downloads section. We’ve also posted
instructions to help you get started. February 2013

http://www.bitcurator.net/

October 2012

variety of collecting institutions.

September 2012

Marty Gengenbach selected for National Digital Stewardship
Alliance Innovation Award August 2012

Twitter: @bitcurator
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