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"Floppy disk 2009 G1" by George Chernilevsky https://commons.wikimedia.org/wiki/File:Floppy_disk_2009_G1.jpg#mediaviewer/File:Floppy_disk_2009_G1.jpg



Digital forensics refresher

Identification Preservation Examination Analysis

Digital Preservation 2014 - #digpres14
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Agenda

- “The Way We Do It Here”: Mapping Digital
Forensics Workflows 1in Collecting Institutions
(2012)

- Revisiting Digital Forensics Workflows in
Collecting Institutions:

the 2014 update
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- Conclusions

- Recommendations
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“The Way We Do It Here”:

Mapping Digital Forensics Workflows
in Collecting Institutions
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Duke University Archives, born-digital content workflow, June 2012
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“The Way We Do It Here”: Findings

- Technical challenges — tools and hardware
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“The Way We Do It Here”: Findings

22 July 2014

- Technical challenges — tools and hardware

- Challenges to digital forensics workflow output
- Arrangement and description
» Access
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“The Way We Do It Here”: Findings

- Technical challenges — tools and hardware

- Challenges to digital forensics workflow output
- Arrangement and description
» Access
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- Collaboration within and between i1nstitutions
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Time passes...
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Revisiting Digital Forensics Workflows:
Analysis and Findings

- Core digital forensics acquisition workflows have
remained relatively stable...
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Revisiting Digital Forensics Workflows:
Analysis and Findings

- Core digital forensics acquisition workflows have
remained relatively stable...

- Except for:
- Actors executing the work
- Systems where content and metadata are stored

- Tools and formats for disk 1image creation and
analysis
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B I t C U r a t Tools for Digital Forensics Methods and Workflows
in Real-World Collecting Institutions

| Ubuntu Desktop w2 =t B 5 ) 727PM ]

Documentation ani

* Forensic disk 1imaging

* File system analysis

» Identification of PII

* File and metadata export
* Reporting
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o _
B I t C u l‘a t ® Tools for Digital Forensics Methods and Workflows
‘ in Real-World Collecting Institutions
- Use 1s high among interview participants

- Supplementing, not replacing, existing tools 1n
participant workflows
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Revisiting Digital Forensics Workflows:
Analysis and Findings

- Disk image format and retention varies

- Ongoing challenges in arrangement and
description, access

- Network file transfer and A/V content
acquislitions
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Conclusions

- Archivist turnover impacts the success of digital
forensics workflows
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Conclusions

- Archivist turnover impacts the continuing
success of digital forensics workflows

- Integrating digital forensics output with existing
archival collection management systems i1s a
complex and multifaceted challenge
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Conclusions

- Archivist turnover impacts the continuing
success of digital forensics workflows

- Integrating digital forensics output with existing
archival collection management systems 1s a
complex and multifaceted challenge

sl4

- Removable media makes up a small portion of
incoming born-digital content

(but lots of backlog)

ation 2014 - #digpre
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Recommendations

- Mitigate risks of turnover
- Education for existing staff
- Opportunities for collaboration

- Delegation/distribution of digital forensics workflow
activities
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22 July 2014

Recommendations

- Mitigate risks of turnover

- Gather metrics for digital forensics capture
- Necessary for resource allocation
- Failure rates documented to assess risk of loss
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Recommendations

- Mitigate risks of turnover
- Gather metrics for digital forensics capture

- Explore alternative use cases and content
streams

sl4
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Recommendations

- Mitigate risks of turnover
- Gather metrics for digital forensics capture

- Explore alternative use cases and content
streams

sl4

- More case studies, please!

ation 2014 - #digpre
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Thank you to the participants!

2012 2014
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Questions?

Thank you!
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@mjgengenbach (but I'm not much of a tweeter)
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http://www.avpreserve.com/wp-content/uploads/2014/04/OpticalMediaPreservation.pdf
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