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"Floppy disk 2009 G1" by George Chernilevsky https://commons.wikimedia.org/wiki/File:Floppy_disk_2009_G1.jpg#mediaviewer/File:Floppy_disk_2009_G1.jpg 



Digital forensics refresher 
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http://journeyintoir.blogspot.com/2010/10/overall-df-investigation-process.html 
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Agenda 
 

• “The Way We Do It Here”: Mapping Digital 
Forensics Workflows in Collecting Institutions 
(2012) 

• Revisiting Digital Forensics Workflows in 
Collecting Institutions:  
the 2014 update 

• Conclusions 

• Recommendations 
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“The Way We Do It Here”:  
Mapping Digital Forensics Workflows  
in Collecting Institutions 
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“The Way We Do It 
Here”: Analysis 
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Gengenbach, Martin J. “‘The Way We Do it Here:’ Mapping Digital 

Forensics Workflows in Collecting Institutions.” A Master’s Paper for 

the M.S. in L.S degree. August, 2012.   

http://digitalcurationexchange.org/system/files/gengenbach-forensic-workflows-2012.pdf
http://digitalcurationexchange.org/system/files/gengenbach-forensic-workflows-2012.pdf
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Appraisal and 
accession 

Gengenbach, Martin J. “‘The Way We Do it Here:’ Mapping Digital 

Forensics Workflows in Collecting Institutions.” A Master’s Paper for 

the M.S. in L.S degree. August, 2012.   

http://digitalcurationexchange.org/system/files/gengenbach-forensic-workflows-2012.pdf
http://digitalcurationexchange.org/system/files/gengenbach-forensic-workflows-2012.pdf
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Arrangement and 
description 

Gengenbach, Martin J. “‘The Way We Do it Here:’ Mapping Digital 

Forensics Workflows in Collecting Institutions.” A Master’s Paper for 

the M.S. in L.S degree. August, 2012.   

http://digitalcurationexchange.org/system/files/gengenbach-forensic-workflows-2012.pdf
http://digitalcurationexchange.org/system/files/gengenbach-forensic-workflows-2012.pdf
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Preservation 

Gengenbach, Martin J. “‘The Way We Do it Here:’ Mapping Digital 

Forensics Workflows in Collecting Institutions.” A Master’s Paper for 

the M.S. in L.S degree. August, 2012.   

http://digitalcurationexchange.org/system/files/gengenbach-forensic-workflows-2012.pdf
http://digitalcurationexchange.org/system/files/gengenbach-forensic-workflows-2012.pdf
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Access 

Gengenbach, Martin J. “‘The Way We Do it Here:’ Mapping Digital 

Forensics Workflows in Collecting Institutions.” A Master’s Paper for 

the M.S. in L.S degree. August, 2012.   

http://digitalcurationexchange.org/system/files/gengenbach-forensic-workflows-2012.pdf
http://digitalcurationexchange.org/system/files/gengenbach-forensic-workflows-2012.pdf


“The Way We Do It Here”: Findings 
 

• Technical challenges – tools and hardware 
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“The Way We Do It Here”: Findings 
 

• Technical challenges – tools and hardware 

• Challenges to digital forensics workflow output 

 Arrangement and description 

 Access 
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“The Way We Do It Here”: Findings 
 

• Technical challenges – tools and hardware 

• Challenges to digital forensics workflow output 

 Arrangement and description 

 Access 

• Collaboration within and between institutions 
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Time passes… 
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Postcard, Oppland, Vang, ca 1970. National Library of Norway. Image number blds_05931. 

https://www.flickr.com/photos/national_library_of_norway/9354978845/in/photolist-ffEHhH-fmbAiy-ffSJgW-7JPRab-8UbqCq-8znrS9-ffSJAG-ffSJ7m-nVBvFi-mYqkQS-gaiT1K-fjQBre-dwE7Bi-mYnVht-ffSJbW-bxsP9N-bLnjXM-nWVMRJ-58KGeS-ffSJwf-ffSJrN-nMy1CY-bYAMfh-6uMXgT-7uX8BF-fZNjvA-nzRViH-ngAfwt-nxMWqv-ngAkst-8zNMun-7Di2jJ-d1rtps-8cGHSX-ffCuZM-ffUVcL-ffSJ2b-bDZSYj-nt8AxD-8rrp7f-ffEGmZ-ngAz9h-bNUwPc-bYANkW-bYANdd-bYANph-b6RQjB-6DgP8r-7vtKyn-gy8shj


Revisiting Digital Forensics Workflows 
in Collecting Institutions (2014) 
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Revisiting Digital Forensics Workflows:  
Analysis and Findings 

• Core digital forensics acquisition workflows have 
remained relatively stable… 
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Revisiting Digital Forensics Workflows:  
Analysis and Findings 

• Core digital forensics acquisition workflows have 
remained relatively stable… 

• Except for: 

Actors executing the work 

Systems where content and metadata are stored 

Tools and formats for disk image creation and 
analysis 
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http://www.bitcurator.net/aboutbc/#project 

http://wiki.bitcurator.net/downloads/BitCurator-Quickstart-v0.9.13.pdf 

 

 

• Forensic disk imaging  

• File system analysis  

• Identification of PII 

• File and metadata export 

• Reporting 

 

http://www.bitcurator.net/aboutbc/#project
http://www.bitcurator.net/aboutbc/#project
http://wiki.bitcurator.net/downloads/BitCurator-Quickstart-v0.9.13.pdf
http://wiki.bitcurator.net/downloads/BitCurator-Quickstart-v0.9.13.pdf
http://wiki.bitcurator.net/downloads/BitCurator-Quickstart-v0.9.13.pdf
http://wiki.bitcurator.net/downloads/BitCurator-Quickstart-v0.9.13.pdf
http://wiki.bitcurator.net/downloads/BitCurator-Quickstart-v0.9.13.pdf
http://wiki.bitcurator.net/downloads/BitCurator-Quickstart-v0.9.13.pdf
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http://wiki.bitcurator.net/downloads/BitCurator-Quickstart-v0.9.13.pdf 
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• Use is high among interview participants 

• Supplementing, not replacing, existing tools in 
participant workflows 
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Revisiting Digital Forensics Workflows:  
Analysis and Findings 

• Disk image format and retention varies 

• Ongoing challenges in arrangement and 
description, access 

• Network file transfer and A/V content 
acquisitions  
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Conclusions and Recommendations 
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Sausage Room at Denny's Factory, Waterford. 24 September 1937. Photographed by Poole Photographic Studios. National Library of Ireland. NLI Ref.: P_WP_4245 

https://www.flickr.com/photos/nlireland/5827912661/in/photolist-9SZzoM-gEZYGP-jcr8GY-88soqM-muyHzq
https://www.flickr.com/photos/nlireland/5827912661/in/photolist-9SZzoM-gEZYGP-jcr8GY-88soqM-muyHzq
http://catalogue.nli.ie/Record/P_WP_4245


Conclusions 

• Archivist turnover impacts the success of digital 
forensics workflows 
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Conclusions 

• Archivist turnover impacts the continuing 
success of digital forensics workflows 

• Integrating digital forensics output with existing 
archival collection management systems is a 
complex and multifaceted challenge 
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Conclusions 

• Archivist turnover impacts the continuing 
success of digital forensics workflows 

• Integrating digital forensics output with existing 
archival collection management systems is a 
complex and multifaceted challenge  

• Removable media makes up a small portion of 
incoming born-digital content  
(but lots of backlog) 
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Recommendations 

• Mitigate risks of turnover 
 Education for existing staff 

 Opportunities for collaboration 

 Delegation/distribution of digital forensics workflow 
activities 
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Recommendations 

• Mitigate risks of turnover 

• Gather metrics for digital forensics capture 
 Necessary for resource allocation 

 Failure rates documented to assess risk of loss 
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Recommendations 

• Mitigate risks of turnover 

• Gather metrics for digital forensics capture 

• Explore alternative use cases and content 
streams 
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Recommendations 

• Mitigate risks of turnover 

• Gather metrics for digital forensics capture 

• Explore alternative use cases and content 
streams 

• More case studies, please! 
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Thank you to the participants! 
2012 

 Bradley Daigle 

 Michael Forstrom 

 Matthew Kirschenbaum 

 Leslie Johnston 

 Mark Matienzo 

 Courtney Mumma 

 Erin O’Meara 

 David Pearson 

 Seth Shaw 

 

 

 

2014 
 Joanne Archer 

 Sue Bigelow 

 Ann Cooper 

 Matthew Farrell 

 Heather Gordon 

 Carmel McInerny 

 Porter Olsen 

 David Pearson 

 Gabriela Redwine 

 Meg Tuomala 
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Questions? 

 

Thank you! 

 

Martin.Gengenbach@gmail.com 

martinge@gatesarchive.com 

@mjgengenbach (but I’m not much of a tweeter) 
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